RFC 2350 Badan Pangan-CSIRT

1. Information on Documents

This document contains a description of the CSIRT Badan Pangan based on RFC 2350, i.e. basic
information about the CSIRT Food Agency, describing its responsibilities, services provided, and how to
contact the CSIRT Badan Pangan.

1.1

1.2.

1.3.

1.4.

Last Update Date
This is version 1.0 of the document published on February 19th 2024.

Distribution List for Notification

There is no distribution list for notification of document updates.

Where this document can be found

This document is available at:
https://csirt.badanpangan.go.id/storage/uploads/rfc2350.pdf
(Indonesian version)

https://csirt.badanpangan.go.id/storage/uploads/rfc2350-en.pdf
(English Version)

Document Authenticity

Both documents have been signed with the Badan Pangan-CSIRT PGP Key. For more details, please
refer to Section 2.8.

1.5 Document ldentification

Documents have attributes, namely:

Title : RFC 2350 Badan Pangan-CSIRT;

Version 1 1.0;

Publication Date : February 19, 2024

Expires : This document is valid until the latest document is published.

2. Data/Contact Information

2.1

2.2.

2.3.

Team Name

Cyber Security Incident Response Team Within the National Food Agency
Abbreviated: Badan Pangan-CSIRT.

Address

JI. Harsono RM No.3, Ragunan, Ps. Minggu, South Jakarta, Special Capital Region of Jakarta
12550

Time Zone
Jakarta (GMT+07:00)

2.4. Phone Number

(+62) 851 8787 7734


https://csirt.badanpangan.go.id/storage/uploads/rfc2350.pdf
https://csirt.badanpangan.go.id/storage/uploads/rfc2350-en.pdf

2.5.

2.6.

2.7.

2.8.

Fax Number

None

Other Telecommunications

None

E-mail Address
csirt[at]badanpangan[dot]go[dot]id

Public Key and other Encryption Information/Data

Bits : 4096
ID : OXCADC9CDD6D6A3FAE

Fingerprint Key : 141B E4D9 683B 571A B9OE F771 CADC 9CDD 6D6A 3FAE

XSFNBGXSVKOBEACNXx2SPzc/acGNCQINsxn9eSbE22cUSK814t3cz3310k3nA0PfZ
48RDn1KD7PueLiSTrfbPOw9ek+y2d40g11kK4idwWPt37daQSZg2NnLk9F1HBqiy
HZsufa99QJ sHIOMDMmwE 3hW82y2H2HwWgN31yBS30hUQymrN8EEOaF0e8wZTkDbYm
b1PUINL1pRm8FInLsuuYusQLr7Id4x@unTatnHUFN]jg/Zsb5VbBUAD/+nu+X2Ukz
XHp59sUACNM8xM2Ym091ZsJIPG+1+4bJFYIUPWiAOXKvt19v4EENjImNOYUkm61Zd
agMRAWAePZXzQa1QgQrBuQ7ZQa+RzuPVt1KaiXrymktFRcAOOawsLBpAST1F1E4i
KTYfémcq07s+98awgi/K2supl9jrsqQld+y7Y8rqdsuydfSvcyXHGclwdrncnidg

RG1fO5nuMWWOTpWRbaGzwRSdS+Afy5poilneFGQvCVR5MOZOSOMOt4p7 IKbWVBTY
AVgebp0ayZ9ycGhQjPz5/0U5mnoDfHOrv8g/tzEMNbbP5RSOg1sAZOC4tVIP+sup
K7sbwYfmOsnUKNTyQZJOwILf5uEPLASWS6GCUARCAVFVBkWP3bo32hTbsHB1YViF
5viOGRQx5vtQu/my3DeGicUZNnEg4CHi7BMgvGBCA70AiIBxncj3v/EjswARAQAB
zSNORKEgQ1NJU1QgPGNzaXJ0QGIhZGFucGFuZ2FuLmdvLmlkPsLBhwQTAQgAMRYh
BBQb5N1o0OlcauQ73ccrcnNltaj+uBQJI1lOryuAhsDBAsICACFFQgICgsFFgIDAQAA
CgkQytyc3W1lgP67kIRAAJMYtG+qie/Myn2rT+9ZC4nj4469ER7q3Pa7eB3jjeRC

ePItdgqAShsP3+qJ2uEfmoTg3tc8qidTgdsWTcMHWtt1luy59nukyaR@0ODmYOCDAFc
u651c+aEiIO@R9i108iyqsw9z2LPVLbPgKOfoOCt3WRDQ7whbOUELiw7iBurpCiWlL
VZffbTW1t03S5/T70s71jKa0OLKIZLb2Z4uRXk/QkGARCqwb/Cs/waH@SSqchl6Sa 305apBDeGEQWOM2Sr4plo5BGjrFL9cKDKjgV1RAADNbaTNWsX
UxJ301ZL1UKhgxA5gmjLwgWfyNRnEEagB26Gsa7YAfkXWARPBfZrVSudnFkvs06

zWe4IU/478AVDMOGSYyCfs5Rn@oQmYta+IS9wt8n90QWgF cuEOMFZ1iHHAFhD561w
0Ajcilr+Vc/2IV332mSVcTQyn/BTHfN94 jNLdg5R+vZSIzKgv3m/3zDhgaKFLtt

BYX8fpAc1lmMXq1INgmCYxSoHm9c5LCSI7AxbDz5HW8b93+WSGAwegBkO4+VAFO+4]
bGyg74/+HQGgnvLi3AopkH1dLIsOLYymgkNgMWTfdC76mg7DiXoTOCxy85aI9IkXF
4usqwMqgPKPAI+50Ne2mt8yaqtsy3nE89MZx8RpwgYcc71ciQFzcwZ/YfeFOQKON
edRKy+Cn4PGDsojbS5pGFTtDSWGVISmsUIOcCTeebF3fW8H5A7BTAVmaFAIOtah
knxQhLuLdYuefiDK4aVbblntYHaRDqvXYtQBgGmZdfhP4G4UgFDx/COZ+B48dlal
X4qJaQcgt7CIImW3/hORUNupedrSLuYtaSjoOsyeBPppré6WH16aVpi3BFABEBAAHC
WXYEGAEIACAWIQQUG+TZaDtXGrk093HK3JzdbWo/rguUCZdK8sAIbDAAKCRDK3Jzd
bWo/rtoND/96gm+95xHnUf2YhUmOYJC9ET8tjOmIwcIFWeukuEMAATh/3fHY75w6



2.9.

2.10.

2.11.

3. Abo

3.1.
The

a.
b.

3.2.
The
a.

3.3.

3.4.

3.5.

aY1QmOch/t29PWIvkFX5PDAufxISKgxomcwdppZ5useg8/JIsKMPkG5gexfak0/gu
Pub4drVK+cascTPD5NyTNMtcDJaTy0gPww9l/VyYvivBVyzWEBabCEspQpTXhYfr
XWUfepFnOwtErtxLCu3R2r2/BEJtkAoG1mCzzceE4wUTLjViy4CuaovYxX0j+jUE
SIoM8rKpe60RkDi2MeNFAheJAWIBOIFZw/GfrQicDEmaL5k+MTs+g5UFwnXrjn5j
sf5tZ58XqsWHsuoGFqIZQen8+eFOLa6@1EHtMg/2R1/H1vTFPrhbKstuoQYzy+kG
xig3Vf3rauicwdldMSHGNthFOLjv3deImMdk9fuqC5qtHq9w/p5TUneFtGLGQith
w075907]sLOpDAQMKBWGXMHtPKMPmwIgixPAscx1knJanir@ROM25XRd4RvVetcrVo
1S/5P3qVSOHuGkyt1++BM+jsCmdBgNtCZoAr60y13DxI7beHFIaXwCKI/qolGIxV
WsSJIneiFqzg4GZm6u/sCELTXxr+cp5WIRStO+I4pt+BIJR67zaEvoMrl5dcClvCl
f8Lb5QZATOXXxF+5uheMtumzCUEGYAh86YhjUgV38XwgzRZpL6IztEA==

=EO@dW

This PGP key file is available at:
https://dev-csirt.badanpangan.go.id/storage/public-key/BadanPangan CSIRT public.asc

Team Member

The Head of the Badan Pangan-CSIRT is the Head of the Food Data and Information Center,
National Food Agency. Team members include personnel within the Food Data and Information
Center, and echelonl1 work units within the National Food Agency.

Other information/data

None.

Notes on Badan Pangan-CSIRT Contacts

The recommended method to contact the Badan Pangan-CSIRT is via e-mail at
csirt[at]badanpangan[dot]go[dot]id or via telephone number (+62) 851 8787 7734 which is available
from 08:00 - 15:30 WIB on Monday - Friday.

ut the Badan Pangan-CSIRT
Vision
vision of the Badan Pangan-CSIRT is

The creation of a reliable information security system within the National Food Agency.
Creating cybersecurity awareness in Human Resources within the National Food Agency

Mission
mission of the Badan Pangan-CSIRT, viz:
Establish a center for recording, reporting, and responding to cybersecurity incidents within the
National Food Agency;
Building cooperation in the framework of cyber security for IT services within the National Food
Agency;
Increase the capacity of human resources against cybersecurity threats in the aspects of
prevention, mitigation and recovery of cybersecurity incidents within the National Food Agency.

Constituents

Badan Pangan-CSIRT constituents include:
Users of Electronic-Based Government System within the National Food Agency.

Sponsorship and/or Affiliation

Funding for the Badan Pangan-CSIRT comes from the state budget.

Authority


https://dev-csirt.badanpangan.go.id/storage/public-key/BadanPangan_CSIRT_public.asc

The Badan Pangan-CSIRT has the authority to carry out incident management, incident mitigation,
incident impact investigation and analysis, and post-incident recovery of cybersecurity at the
National Food Agency and can coordinate and cooperate with BSSN / IT Security Academics / IT
Security Principals / Security Experts for incidents that cannot be handled.

Badan Pangan-CSIRT conducts countermeasures and remediation upon request from its

constituents

4. Policy - Policy

4.1. Incident Types and Levels of Support
The Badan Pangan-CSIRT caters to the following types of cyber incidents:
a. Web Defacement;
b. Distributed Denial of Service (DDoS);
c. Malware;
d. Phishing.
The support provided by the Badan Pangan-CSIRT to constituents may vary depending on the type
and impact of the incident. The support provided is limited to the official tools of the National Food
Agency.

4.2. Cooperation, Interaction and Disclosure of Information/data
The Badan Pangan-CSIRT will cooperate and share information with CSIRT or other organizations
within the scope of cybersecurity.
All information received by the Badan Pangan-CSIRT will be kept confidential.

4.3. Communication and Authentication
For ordinary communication, the Badan Pangan-CSIRT can use e-mail addresses without data
encryption (conventional e-mail) and telephone. However, for communications containing
sensitive/restricted/confidential information, PGP encryption of e-mail may be used.

5. Services
5.1. Reactive Service

The reactive services of the Badan Pangan-CSIRT are primary and priority services, namely:

5.1.1. Providing alerts related to cyber incident reports
This service is carried out in the form of providing cyber incident alerts and also service-related
statistical information to electronic system owners.

5.1.2. Incident response and recovery services
This service is provided in the form of coordination, analysis, technical recommendations, and
on-site assistance in the context of cyber incident response and recovery.

5.1.3. Insecurity management service
This service is provided in the form of coordination, analysis, and technical recommendations
in order to strengthen security (hardening). However, this service only applies if the following
conditions are met:
a. The reporter of the vulnerability is the owner of the electronic system. If the reporter is not

the system owner, the vulnerability report will be coordinated with the system owner;



b. The vulnerability management service in question may also be a follow-up to the
vulnerability assessment activities.
5.1.4. Artifact handling service
This service is provided in the form of artifact handling in order to recover affected electronic
systems or investigative support.

5.2. Proactive Service

a. Organizing cybersecurity workshops for constituents;
b. Organizing cybersecurity socialization to constituents

6. Incident Reporting

Cybersecurity incident reports can be sent to csirt[atjbadanpangan[dot]go[dot]id by attaching at least :
a. Photo/scan of identity card
b. Evidence of incidents in the form of photos or screenshots or log files found

7. Disclaimer

None.



